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This research is based on the massive cybercrime activity in carding 
forums and carding shops. Based on the many victims and losses from 
these activities a cybercrime investigation action is needed by a digital 
forensic investigator. The purpose of this study is to develop a forensic 
carding investigation framework based on document analysis of web 
scraping results on carding forums and carding shops, which applies 
forensic profiling analysis methods and natural language processing 
based on the latent dirichlet allocation (LDA) algorithm. The tools used 
for web scraping in this study are WebHarvy Version 7.3.0.222. The tools 
used for data processing in this study are Microsoft Excel and Orange 
Data Mining. The conclusion of this study shows that the application of 
web scraping investigation techniques on carding forums and carding 
shops based on an carding investigation framework has been effective 
in collecting relevant data and analyzing the activities of cybercriminal 
appropriately. Overall, this study has succeeded in developing a more 
organized and data-driven approach to dealing with crimes in carding 
forums and carding shops, which can be a reference for further research 
and application in the field of digital forensic investigation. 
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1. INTRODUCTION 

Cybercrime is becoming a growing concern in today's digital age, with individuals and 
organizations falling victim to various types of cyber attacks [1], [2], [3], [4]. It is now thought that 
cybercrime is becoming more organized, larger in scale, diversified with increasing division of labor, and 
is expected to develop closer ties with offline organized crime [2], [5], [6], [7], [8]. Furthermore, 
cybercriminals are also constantly evolving their techniques and strategies, using technological 
advances for illegal purposes, particularly for financial gain. This emerging area of criminal behavior, 
known as carding, involves the use of computers and the internet to commit crimes, particularly 
targeting financial information such as credit card numbers, bank account details, and personal 
identification information [8], [9].  

The impact of carding cybercrime is very significant, affecting credit card companies, merchants, 
and consumers [10], [11], [12]. Carding poses a significant threat to the security and integrity of financial 
systems and other personal information of individuals. It is a well-known fact that credit card fraud is a 
growing problem. Skimming, counterfeiting, and phishing schemes occur each year, causing billions of 
dollars in losses to companies and victims. Although credit card companies and merchants have put 
various measures into practice to help prevent credit card fraud, it is still a concern [13]. 

http://u.lipi.go.id/1466480524
http://u.lipi.go.id/1464049910
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This concern is certainly supported by identity theft report data from the first quarter of 2019 
to the first quarter of 2025, released by the Federal Trade Commission [14] and presented in Table 1. 

 

Table 1. Comparison of Types of Identity Theft Reports from Q1 2019 to Q1 2025 

Types of Stolen Identities Total Report 
Credit Card 2,512,995 
Other Identity Thefts 2,013,941 
Government Documents or Benefits 1,070,103 
Loan or Lease 1,044,290 
Bank Account 711,724 
Employment or Tax-Related 581,293 
Phone or Utilities 534,332 

Source: Federal Trade Commission [14] 

 
The report data in Table 1 shows that the highest total number of identity theft reports was in 

the credit card type, with a total of 2,512,995 reports [14]. The selection of this period is based on the 
most recent and complete dataset currently available from the FTC, which has been updated to include 
data through Q1 2025. Therefore, using the 2019–2025 period ensures that the analysis reflects the 
latest trends in identity theft reporting. Furthermore, the following figure 1 predicted global losses from 
credit card fraud [15]: 

 

 

Figure 1. Predicted Global Losses from Credit Card Fraud 

Source: Ashraf and Tilawat [15] 

 

Based on Figure 1, if viewed from 2018 to 2025, the predicted global loss trend due to credit 
card fraud is always increasing. In 2024 Estimate Losses are expected to reach approximately $38 
billion. (Based on trends and the continuation of fraud techniques). In 2025 Prediction It is projected 
that losses could exceed $41 billion [15]. The large number of identity theft reports and the predicted 
global losses from credit card fraud are certainly the result of cybercrime activities carried out by 
cybercriminals in carding forums and carding shops. Based on this, it certainly needs to be the attention 
of digital forensic investigators to conduct forensic investigations and analysis on carding forums and 
carding shops [14], [15]. 

http://u.lipi.go.id/1466480524
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Based on previous research, there are several solutions that can be implemented to investigate 
cybercrime. Among them are footprinting [16], [17], [18], reconnaissance [19], [20], [21], undercover 
operations [22], [23], [24], [25], and cooperation with hosting service providers [26], [27], [28], [29] to 
obtain information about users and activities that occur in carding forums and carding shops. 
Investigative techniques such as footprinting, reconnaissance, undercover operations, and cooperation 
with hosting providers have drawbacks, including risk of detection, slow processes, loss of identity, 
limited cooperation, and jurisdictional differences. While various investigative techniques are useful, 
web scraping is often more effective in cybercrime investigations because it allows real-time access to 
carding information, cybercriminal identification, and digital footprints. Web scraping differs from web 
crawling in both purpose and method: web scraping converts unstructured web data into structured 
data that can be stored and analyzed in a central database or spreadsheet for analysis [30], while web 
crawling uses bots to crawl and index websites for search engines such as Google or Bing [31]. 

The distinction between “web scraping” and “web crawling” often overlaps, as many authors 
use them interchangeably. In general, web crawling refers to automated navigation without a specific 
purpose, as search engines like Google do to index web pages [32]. Furthermore, there are also several 
previous studies that apply web scraping as a technique in forensic investigations, such as in studies 
[33], [34]. In the study by Maybir and Chapman [33], the results showed that open source investigation 
using web scraping techniques on online ecstasy report data proved to be the most effective in obtaining 
appropriate general summary data compared to other more expensive and burdensome population 
approaches, such as wastewater analyses and population surveys. 

In the research of Muehlethaler and Albert [34], it has been emphasized that a fiber population 
survey is an important part of the field of forensic fiber examination. The research shows that web 
scraping techniques have the potential to provide near-real-time population studies that can provide 
great benefits for forensic practitioners. Although research [33], [34] has applied web scraping as a 
technique in forensic investigations, the research has weaknesses in the aspect of data analysis 
techniques, which are still simple in the form of descriptive profiling analysis in its presentation. This 
study applies a combination of web scraping-based forensic investigation and topic modeling-based data 
analysis, as in previous studies [35], [36]. Sonmez and Codal [35] study explores dark web criminal 
activities, identifying terrorism-related topics using LDA topic modeling. Meanwhile, Jin, Kim, and Jeong 
[36] research addresses the challenges of tracking criminals on the dark web, using advanced crawlers 
and machine learning to overcome them.  

This research contributes to forensic profile analysis to identify carding crime patterns, the 
application of LDA to filter relevant information, and the development of a structured and court-justified 
forensic investigation framework. In addition to conventional investigation techniques such as 
footprinting and undercover operations, web scraping, forensic analysis, and natural language 
processing (NLP)-based approaches offer advantages in speed, accuracy, and scalability. For example, in 
researchers [35], [37], [38], [39] have used natural language processing approaches on document text 
from the dark web and dark forums to identify communication patterns, illegal activities, and seller 
profiles, which support cybercrime forensic investigations in the context of drug trafficking, terrorism, 
and credit card fraud.  

This study utilizes the natural language processing (NLP) approach and web scraping-based 
data retrieval techniques to analyze activities on carding forums and carding shops that generally 
contain unstructured text and hidden illegal content. This approach refers to the findings of Wiratmoko 
et al. [40], which show the effectiveness of NLP models in automatically extracting information from 
large data sets, and is reinforced by the digital security perspective of Alam and Gupta [41], which 
emphasizes the importance of integrating technologies such as blockchain and automation in detecting 
and verifying online content. Thus, this study contributes to the development of intelligent solutions in 
the field of cybersecurity, especially in the realm of data science and natural language processing in the 
context of applied informatics. This study proposes a forensic carding investigation framework based 
on web scraping from carding forums and carding shops. By applying descriptive forensic profile 
analysis and natural language processing using latent Dirichlet allocation, the framework helps identify 
patterns of cybercrime and cybercriminal behavior. This approach improves the effectiveness of 
investigations, supports law enforcement, and provides strategic insights for more proactive 
cybersecurity policies. 
 



 
JOIN (Jurnal Online Informatika)  p-ISSN: 2528-1682 

e-ISSN: 2527-9165 

 

 

 

 

Forensic Analysis of Web Scraping Documents on Carding Forums and Shops using Latent Dirichlet 
Allocation  
Fikri Irfan Adristi1, Yudi Prayudi2  

326 

 

1.1.         Theoretical Foundation 

1.1.1.   Alexiou Principle 

Alexiou Principle (named after its creator Mike Alexiou of IT infrastructure services provider 
Terremark Worldwide, Inc.) [42] provides fundamental questions, which can be used by digital forensic 
investigators as a guide and direction in conducting searches and managing investigations. These 
questions are: (1) What question are you trying to answer?; (2) What data do you need to answer that 
question?; (3) How do you extract that data?; and What does the data tell you? [43] 

Each element of the four questions plays an important role in developing an investigation plan, 
which includes outlining the purpose of the investigation. This purpose is very important, because 
without knowing the clear purpose, it is impossible for the investigator to determine what to look for in 
the investigation process. This plan also describes the definition of investigative success and ensures 
that there is an understanding between the digital forensic investigator and the client (the organization 
that is the victim of a security breach) [42]. 
 
1.1.2.   Previous Research 

In the study of Sonmez and Codal [35] using an LDA-based topic modeling approach, it was 
found that discussions of recruitment and terrorism propaganda dominated the dark web, even without 
evidence of direct collaboration. Rao, Reddy, and Vishnu [44] developed a web scraping and text analysis 
framework, revealing 80% of positive reviews on searches related to Dell XPS. Research by Agarwal, 
Rishiwal, Tanwar, and Yadav [10] based on the random forest algorithm with 97.5% accuracy, provides 
a significant solution to threats in the decentralized crypto ecosystem. Research by Gong et al. [45] 
explores employment fraud in hybrid spaces, highlights the low geographic consistency of fake posts, 
and integrates AI to mitigate cyber victimization. 
 
 
2. METHOD 

2.1.   Research Steps 

In order to conduct quality research, planned steps are needed so that the research is more 
structured and on target. In this section, the researcher describes the stages in conducting this research. 
In general, the steps in this research are explained in Figure 2. 

 

 

Figure 2. Research Steps 

 
2.2.   Determining Research Objects 

At this stage, the researcher determines the object of the research. The object of this research is 
the carding forum, the carding shop, and the trend of cybercrime activities in it. In this study, the carding 
forum and carding shop websites that are used as research objects are: 

Determining Research 
Objects

Information Needs 
Analysis for Cybercrime 

Investigation

Developing and 
Implementing a Carding 
Forensic Investigation 

Framework

Understanding Website 
Structure and Content

Data Collection – Web 
Scraping

Data Processing
Interpreting Data 

Processing Results
Discussion
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1) Altenen Forums-Images & Videos & Porn Accounts    Section (https://altenens.is/forums/images-
videos-porn-accounts    .469197/) [46] 

2) carding.store-Cracking Tutorials Section (https://carding.store/forum/20-cracking-tutorials/) 
[47] 

3) Astradumps Shop (https://astradumps.com/shop/) [48] 
4) Money-Heist.org Shop (https://money-heist.org/shop/) [49] 

The reason the researcher chose Altenen Forums-Images & Videos & Porn Accounts    Section 
and carding. The store-Cracking Tutorials Section as research objects is because both carding forums 
have a high total number of visits, bounce rate, pages per visit, and average visit duration, indicating the 
potential to collect rich and relevant data [46], [47], [50]. The following table 2 presents the indicators 
for the two carding forums: 

Table 2. Carding Forum Indicators 

No Carding Forum Total Visits Bounce Rate Pages per Visit Avg Visit Duration 

1 Altenen Forums 355,1K 35,66% 17,46 00:11:38 
2 carding.store 9K 18% 1,47 00:01:35 

Source: Similarweb LTD [50] 

 

The high user activity indicates the significance of both forums in the carding community, so 
that web scraping on both forums can provide valuable insights into the growing trends and activities 
of cybercrime. The reason researchers chose Astradumps Shop and Money-Heist.org Shop as research 
objects is that both carding shops have a wide variety of illegal goods and services sold, well-identifiable 
web structures, and content [48], [49]. 

The wide variety of illegal goods and services sold, and clear web structures and content, help 
produce rich and structured web scraping data. This allows for in-depth forensic profiling analysis to 
identify trends, patterns, and cybercrime handling strategies. The four research objects will be 
investigated using web scraping techniques. 
 
2.3.   Information Needs Analysis for Cybercrime Investigation 

At this step, the researcher conducted an analysis of information needs for cybercrime 
investigations on carding forums and carding shops based on 5W1H and the Alexiou Principle [43], [51], 
which are presented in Tables 3 and 4. 

 

Table 3. Analysis of Information Needs for Cybercrime Investigation on Carding Forums and Carding Shops Based on 5W1H 

5W1H Elements Question Information Needs 

What 
What types of cybercrime 
activities occur? 

Information about various illegal activities such as carding, hacking & 
cracking, selling illegal content, and others. 

Who 
Who are the perpetrators 
involved in these 
cybercrime activities? 

Profiling of users, active actors, and criminal networks involved in forum 
carding, hacking, or illegal content. 

When 
When did the cybercrime 
activity take place? 

Time and frequency of illegal activity based on logs and digital footprints 
taken from forums or shops. 

Where 
Where do these cybercrime 
activities take place? 

Location of carding forum servers or domains, carding shops, and places 
where illegal content and transactions are stored. 

Why 
Why are these cybercrime 
activities carried out? 

The motivation behind the activity, such as financial gain, learning hacking, 
or distributing illicit content. 

How 
How are these cybercrime 
activities carried out? 

Carding techniques, hacking, distribution of illegal content, payment 
methods, and ways of disguising the perpetrator's identity. 

 

Table 3 presents an analysis of information needs for cybercrime investigations on carding 
forums and carding shops using the 5W1H framework (What, Who, When, Where, Why, and How). Each 
element provides a structured dimension to guide investigators in understanding and mapping criminal 
behavior in cyberspace. 

The “What” aspect focuses on identifying the types of illegal activities occurring in these online 
spaces. This includes not only carding—the trafficking of stolen credit card information—but also 
broader cybercrime activities such as hacking, cracking, and trading illicit digital content. Understanding 
the scope of these activities is essential for categorizing threats and prioritizing responses. The “Who” 
element addresses the identification and profiling of actors involved. This includes both individual 

https://altenens.is/forums/images-videos-porn-accounts🔞.469197/
https://altenens.is/forums/images-videos-porn-accounts🔞.469197/
https://carding.store/forum/20-cracking-tutorials/
https://astradumps.com/shop/
https://money-heist.org/shop/
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perpetrators and organized cybercrime groups. Profiling is crucial for linking usernames, 
communication styles, transaction patterns, and behavioral markers to real-world identities or network 
affiliations. 

The “When” element examines the timeline of criminal activity. By analyzing timestamps in logs, 
posts, or transaction histories, investigators can detect patterns of activity, such as peak operational 
hours, seasonal spikes, or coordinated campaigns. The “Where” dimension looks at the geographical and 
technical location of criminal operations. While many cybercriminals use anonymizing tools, 
investigating server IP addresses, domain registrations, and storage points can help localize their 
infrastructure or infer jurisdictional relevance. 

The “Why” refers to the motivations behind these activities. Financial gain remains the 
dominant driver, but other motives such as experimentation, learning, ideology, or revenge also play a 
role. Understanding motivation helps in anticipating the evolution of threats and designing preventive 
strategies. Finally, the “How” component delves into the technical methods used to carry out cybercrime. 
This includes specific carding or hacking techniques, the use of dark web platforms, cryptocurrency for 
payments, and obfuscation methods like VPNs or spoofed identities. Mapping these methods is vital for 
developing effective detection and mitigation tools. Thus, Table 3 serves not just as a summary of 
cybercrime dimensions, but as a comprehensive guide for framing forensic investigation strategies 
within carding-related environments. 

Table 4. Analysis of Information Needs for Cybercrime Investigation on Carding Forums and Carding Shops Based on the Alexiou 
Principle 

Alexiou Principle Information Needs 
What question are you trying to 
answer? 

Identify major illegal activities in carding forums and carding shops (carding, hacking, 
selling illegal content, etc.). 

What data do you need to 
answer that question? 

User activity logs, transactions, forum messages, identity data, and digital transaction links 
or traces. 

How do you extract that data? 
The use of web scraping techniques to collect data from carding forums and carding shops, 
as well as digital footprint analysis. 

What does that data tell you? 
Revealing cybercrime patterns, trends, and networks, and providing insights for 
prevention and law enforcement. 

 

Table 4 outlines the analysis of information needs for cybercrime investigations on carding 
forums and carding shops based on the Alexiou Principle, a framework commonly used to guide 
investigative data processes through a sequence of focused questions. This principle is particularly 
useful in digital forensics, as it connects investigative goals with specific data sources and analytic 
techniques. 

The first question—"What question are you trying to answer?”—anchors the investigation by 
clarifying the main objective, which in this context is to identify the major forms of illegal activity 
occurring on underground platforms. These include not only carding (the buying and selling of stolen 
credit card data), but also hacking-related services, identity theft, and distribution of illicit content. 
Clearly defining this investigative question helps narrow the focus and scope of data collection efforts. 

The second part—"What data do you need to answer that question?”—highlights the specific 
types of data that are critical for understanding the criminal ecosystem. This includes user activity logs, 
transaction histories, forum posts, and metadata that can link different accounts or activities to a 
common actor. Identity-related data such as usernames, IP addresses, and wallet addresses are also 
essential for linking behavior patterns across platforms. 

The third question—"How do you extract that data?”—addresses the technical methods used 
for data acquisition. Web scraping is emphasized here as a primary approach to systematically collect 
unstructured data from carding forums and carding shops. This is complemented by digital footprint 
analysis techniques, such as tracking timestamps, link associations, and behavioral signatures. These 
tools enable investigators to gather large volumes of real-time or historical data without direct system 
access. 

Finally, the last component—"What does that data tell you?”—explains the analytical outcome 
of the collected data. By processing and analyzing the scraped content, investigators can uncover hidden 

http://u.lipi.go.id/1466480524
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patterns, frequent transaction types, repeat offenders, and even coordinated criminal networks. These 
findings not only aid in cybercrime prevention but also provide actionable intelligence for law 
enforcement and policy-making. The Alexiou Principle helps translate a general investigative need into 
a structured, data-driven workflow that is well-suited to the complex and covert nature of carding-
related cybercrime. 

 
2.4.   Developing and Implementing a Carding Forensic Investigation Framework 

The development of a forensic carding investigation framework involves formulating the 
structure of the investigation stages, defining evidence collection procedures, and establishing 
important indicators. This step ensures that the framework can be used systematically to deal with 
carding crimes effectively. All of these stages are developed into a forensic carding investigation 
framework designed to provide systematic guidance in strengthening legal action against cybercrime 
activities in carding forums and carding shops. 
 
2.5.   Understanding Website Structure and Content 

At this stage, researchers understand the structure and content of the website before starting 
web scraping. This stage involves analyzing web page elements, such as layout, pagination, click 
elements, HTML tags, and URL patterns, and identifying data to be extracted to ensure efficiency and 
success of data collection. 
 
2.6.   Data Collection – Web Scraping 

At this step, the researcher collected data using web scraping software to retrieve data from the 
carding forum and carding shop web pages, select relevant elements, extract data, and save them in 
Microsoft Excel format (.xlsx), which can be analyzed further. The data collected comes from the 
websites described in Part 3.2. Determining Research Objects. Data collection using web scraping was 
only carried out for one day on December 5, 2024, so that changes in website content after web scraping 
were not included in subsequent analysis. This was done to avoid bias due to content fluctuations, 
ensuring that data reflects a stable snapshot. While effective in capturing carding activity at that time, 
this approach has limitations in representing long-term temporal dynamics. This study used WebHarvy 
7.3.0.222 [52], a high-speed GUI tool that extracts data precisely without programming. WebHarvy 
7.3.0.222 supports a variety of output formats, including CSV, Excel, XML, and SQL, and is capable of 
handling JavaScript-based dynamic pages with scheduled automated scraping. WebHarvy 7.3.0.222 can 
handle dynamic pages, as well as bypass CAPTCHA and IP blocking, although it is less flexible with AI-
based anti-scraping. 
 
2.7.   Data Processing 

After the data is obtained from the web scraping stage, the next step is data processing. Data 
processing in this study focuses on descriptive analysis of forensic profiling and topic modeling: the 
latent Dirichlet allocation algorithm. 
1) Descriptive Forensic Profiling Analysis: Descriptive forensic profiling analysis is a technique for 

identifying important patterns and characteristics of forensic data through the use of keyword-
based and detailed data visualization in criminal or digital security investigations [33], [34]. The 
tools used to process data in the descriptive analysis of forensic profiling in this study are Microsoft 
Excel [53]. 

2) Topic Modelling - Latent Dirichlet Allocation Algorithm: The data analysis stages are described 
based on the Orange Data Mining [54] Workflow in Figure 3. 
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Figure 3. Orange Data Mining Workflow 

 
This study used Orange Data Mining software to analyze text data from forensic web scraping 

investigations on forums and carding shops [54]. Data in CSV format was imported using semicolon 
separators, then collected in the “corpus” module and verified through the “corpus viewer.” Text 
preprocessing was performed with the “preprocess text” module, including text normalization, removal 
of irrelevant elements, and application of Porter Stemmer. Topic modeling used latent Dirichlet 
allocation (LDA) to identify the distribution of latent topics in documents [55], [56], [57], with 
visualization through the “wordcloud” to understand cybercrime trends. Findings were organized into 
a “data table” summarizing the distribution of topics and keywords, then stored using the “save data” 
module for further analysis, ensuring a systematic and efficient workflow. 
 
2.8.   Interpreting Data Processing Results 

Interpreting data processing results is the process of analyzing and understanding information 
generated from processed data. This interpretation process involves interpreting statistical results, 
identifying patterns, and conveying insights based on the results obtained. 

 
2.9.   Discussion 

The most important aspect of research is the discussion, because at this stage, the research 
results are not only presented, but also interpreted based on theoretical foundations and previous 
research. In the context of forensic carding, the discussion serves to connect the results of the analysis 
with insights that can enrich the understanding of the modus operandi, crime patterns, and prevention 
strategies. 

 
3. RESULT AND DISCUSSION 

3.1.   Development and Implementation of Carding Forensic Investigation Framework 

In this section, the researcher has formulated a forensic carding investigation framework that 
was designed and implemented in this study in Table 5. 

Table 5. Carding Forensic Investigation Framework 

Stages Sub-Stages Definition 
Digital Forensic 

Examination 
Request Letter 

Receipt of 
Application Letter 

Received a request letter from the police to conduct a digital forensic examination 
related to carding forums and carding shops. 

Data Collection Web Scraping 
Collecting data from carding forums and carding shops in accordance with the 
permission granted in the application letter, to obtain relevant documents and 
transactions. 

http://u.lipi.go.id/1466480524
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Stages Sub-Stages Definition 

Data processing 
Forensic Profiling 

Analyze the collected data to identify patterns and characteristics of carding 
perpetrators. 

Natural Language 
Processing (NLP) 

Using latent dirichlet allocation (LDA) technique to explore key topics in 
discussions in carding forums and carding shops. 

Law enforcement 

Preparation of 
Reports 

Prepare findings reports based on data analysis to support legal processes. 

Coordination with 
Law Enforcement 

Coordinate with police and legal authorities to report findings and support next 
steps. 

Alignment with 
Alexiou's 
Principles 

Questions to be 
Answered 

What are the patterns and modus operandi of carding perpetrators? 

Required Data Data from carding forums, carding shops and related transactions. 
Data Extraction 

Methods 
How do I collect data via web scraping according to the permission of the 
application letter, and analyze it using NLP? 

Meaning of Data 
What insights can be gained regarding the behavior of carding perpetrators and 
the main topics in their discussions? 

Decision-making 

Recommended 
Actions 

Provide recommendations for next steps of investigation based on findings.  

Evaluation of 
Framework 

Performance 

Assessing the effectiveness of the framework in supporting investigations and 
law enforcement. 

 

The creation of the Carding Forensic Investigation Framework is an implementation of Part 3.4. 
Developing and Implementing a Carding Forensic Investigation Framework, aims to develop and 
implement a structured approach to carding case investigation by integrating established digital 
forensic methodologies. This framework includes collecting valid evidence through web scraping, 
analyzing data using NLP techniques to understand content, and applying Alexiou's systematic 
investigation principles to ensure legal effectiveness and sustainability of the investigation. By referring 
to best practices and digital forensic methodologies in the literature [35], [36], [43], [58], [59], this 
framework is designed to ensure a comprehensive investigation process, from data collection to 
coordination with law enforcement. 
 
3.2.   Web Scraping 

Before conducting the web scraping process, researchers need to understand the structure and 
content of the carding forum and the carding shop website that are the objects of the research. After the 
researcher understands the structure and content of the carding forum and the carding shop website 
that are the objects of the research, the researcher collects data from the carding forum and carding shop 
according to the permission given in the investigation request letter, in order to obtain relevant 
documents and transactions. The web scraping data can be accessed through the researcher's Github 
account (https://github.com/451Fikrie/Tesis-Magister-Informatika-Fikri) [60]. 
 
3.3.   Data Processing Results 

3.3.1.  Forensic Profiling Analysis 

In this section, the author will describe the results of the forensic profiling analysis obtained 
from the infographic analysis in the form of charts in Microsoft Excel. Here is a further explanation of 
the results: 

https://github.com/451Fikrie/Tesis-Magister-Informatika-Fikri
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Figure 4. Top 10 Highest Prices for Items Sold on Astradump Shop 

Source: Processed Data – Adristi [60] 

 

The top 10 items for sale on Astradump Shop [48] at figure 4, show illegal transactions at 
varying prices. The most expensive item is a $500,000 bank transfer for $45,700. Other items, such as 
cloned ATM cards and transfers through platforms like CashApp, PayPal, and Venmo, are selling for 
between $5,900 and $10,000. 

Based on the top 10 items for sale on Astradump Shop [48] at figure 4, the implications of the 
digital forensic investigation strategy include in-depth analysis of illegal transactions on platforms such 
as PayPal, Venmo, and CashApp, focusing on suspicious transfer patterns and large amounts, such as 
$45,700 for a $500,000 transfer. Digital artifacts such as server logs, browser history, and the 
perpetrator's hardware need to be analyzed to uncover the criminal network. Tracing these transaction 
traces requires cooperation between the victim company and investigators, as in Xiaoyu’s [61] research 
to help understand the perpetrator's modus operandi and identify entry points for further investigation. 

 

 
Figure 5. Top 10 Views Carding.Store Cracking Tutorial Thread Section 

Source: Processed Data – Adristi [60] 
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Top 10 views on Carding.Store Cracking Tutorial Thread Section [47] at figure 5. above, shows 
cracking tutorials with popular themes such as Netflix Cracking Tutorial For Beginners (FAST, EASY and 
DETAILED) (98,202 views) and HQ TUTORIAL FOR HQ COMBO MAKING WITH SQLI DUMPER FOR NEW 
MEMBERS ! (74,219 views). The main focus is cracking premium accounts, gift cards, and combolist 
making guides, with views ranging from 40,311–98,202. 

 

 
Figure 6. Top 10 Highest Prices for Items Sold on Money-Heist.org Shop 

Source: Processed Data – Adristi [60] 

 

The top 10 highest prices on Money-Heist.org Shop [49] at figure 6 are dominated by Bitcoin 
Mixing Service - Worldwide for $10,000. Other products include a GSM receiver ($1,500) and $10,000 
Dump Card with PIN for various countries ($1,250). Additional items such as EMV Shimmer ($1,200) 
complete the list of high-tech cybercrime products. 

Digital forensic investigation strategies should focus on tracking transactions related to high-
tech cybercrime products on the Money-Heist.org Shop, such as Bitcoin Mixing ($10,000) and Dump 
Card with PIN for various countries ($1,250) services. Metadata investigation and analysis of payment 
transactions can reveal the perpetrators’ network patterns, as in the [62], [63], [64] study. The modus 
operandi involves selling illegal goods, such as GSM receivers and EMV Shimmers, to support cybercrime 
activities, with the use of crypto payment instruments to obscure the traces of cybercrime. 
 
3.3.2.  Natural Language Processing - Latent Dirichlet Allocation 

This section presents the results of the Orange Data Mining analysis - natural language 
processing with the Latent Dirichlet Allocation (LDA) approach to systematically identify and distribute 
topics based on available data. 

 

Table 6. Topic Modeling: Latent Dirichlet Allocation - Altenen Porn Section 

Topic Modelling: Latent Dirichlet Allocation   
Altenen Porn Section   
Number of topics: 5  

Topics Marginal Topic Probability 
1: leak, teen, mega, nude, girl, snapchat, hot, ⭐, pack, video  0.323916 

2: mega, premium, collect, ❤, nz, porn, leak, pack, gb, exclus  0.182307 
3: video, nude, porn, girl, 🔞, 🔥, big, n, photo, sex  0.153554 

4: sexi, mega, account, hot, super, onli, ⚠, ❤【, ❄, 】✨  0.186736 
5: leak, onlyfan, girl, new, 🔞, pack, collect, amateur, free, video 0.153399 

Source: Processed Data – Adristi [60] 

 

Topic modeling analysis using latent Dirichlet allocation (LDA) in table 6 identified five main 
themes in the distribution of explicit content on the Altenen Porn Section carding forum [48], reflecting 
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privacy violations, digital rights, and abuse of file-sharing platforms. The dominant topic (32.39%) 
related to the leak of adolescents' private content on social media such as Snapchat, followed by the 
illegal distribution of premium content in Mega.nz (18.23%), the distribution of pornographic material 
in various formats (15.36%), the promotion of exclusive services (18.67%), and the leak of OnlyFans 
content (15.34%). The dominance of private content leaks indicates the urgency of digital forensic 
investigations into social media platforms, while metadata and transaction tracking are needed to 
address illegal distribution. Investigation of copyright and privacy violations, especially on OnlyFans, is 
also a priority in mitigating legal risks, in line with previous studies [65], [66], [67], [68]. 

 
Figure 7. Altenen Porn Section Word Cloud 

Source: Processed Data - Adristi [60] 

 

Figure 7. The Altenen Porn Section word cloud reveals a primary focus on the distribution of 
explicit content, with “video” (5%) as the most dominant word, reflecting the primary format of content 
shared. Words such as “nude” (3%), “porn” (2%), and “girl” (2%) highlight explicit themes, while the 
symbols “    ” and “    ” are used as illegal marketing strategies to attract new users. In addition, the 
words “photo” and “se” show the variety of types of content being distributed. This word distribution 
reflects the modus operandi of cybercrime that exploits digital media to distribute adult material as an 
illegal commodity, which violates Law of the Republic of Indonesia Number 44 of 2008 concerning 
Pornography [69], as well as giving rise to privacy violations, copyright, and digital exploitation as part 
of the core activities of cybercriminals. 

 

Table 7. Topic Modeling: Latent Dirichlet Allocation – Carding Shop & Cracking Tutorial Threads 

Topic Modelling: Latent Dirichlet Allocation   
Carding Shop & Cracking Tutorial Threads   
Number of topics: 5  

Topics Marginal Topic Probability 
1: crack, account, hq, tutori, fortnit, spotifi, guid, make, premium, checker 0.185420 
2: free, get, crack, account, method, proxi, rdp, work, tutori, hq 0.341975 
3: crack, method, netflix, work, get, free, tutori, make, card, new 0.173992 
4: dork, sqli, use, get, tutori, dumper, databas, hq, crack, best 0.122227 
5: hq, make, dork, privat, keyword, combo, use, sqli, get, method 0.176387 

Source: Processed Data - Adristi [60] 

 

The LDA analysis in Table 7 identified five main topics in cybercrime activities. The dominant 
topic, Topic 2 (34.20%), discussed free account hacking methods using proxies and RDP, while Topic 1 
(18.54%) focused on tools and tutorials for hacking services such as Fortnite and Spotify. Topic 3 
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(17.40%) dealt with unauthorized access to streaming services such as Netflix, while Topic 4 (12.22%) 
highlighted system exploitation using SQLi and dorks. Topic 5 (17.64%) covered a combination of SQLi 
keywords and techniques for data breaches. These results indicate a systematic distribution of hacking 
guides and tools, emphasizing the need for digital forensic investigations into the spread of illegal tools 
and technical methods used in unauthorized access [70], [71], [72]. 

 
Figure 8. Carding Shop & Cracking Tutorial Threads Word Cloud 

Source: Processed Data – Adristi [60] 

 

Figure 8. Carding Shop & Cracking Tutorial Threads word cloud shows that cybercriminal 
activity focuses on paid account cracking, with the words “crack” (8%) and “account” (6%) as the most 
dominant. Words such as “hq,” “tutori,” and “guid” indicate the provision of high-quality guides to 
facilitate hacking, while “fortnit,” “spotifi,” and “premium” indicate popular services that are often 
targeted. This word distribution reveals the perpetrators’ strategies in exploiting digital platform 
security gaps and is in line with previous studies [73], [74]. 

 

3.4.   Discussions 

This study develops a forensic carding investigation framework that integrates legal, technical, 
and analytical methodologies to support law enforcement. Digital forensic (DF) reports are compiled 
based on official requests, encompassing technical, investigative, and evaluative analyses to document 
cybercriminal activities such as carding and cracking. Coordination with law enforcement includes 
submitting expert testimony (BAPSA), ensuring legal compliance and confidentiality [75], [76], [77]. 
Data extraction via web scraping from illicit platforms follows legal protocols, with NLP and LDA applied 
to analyze cybercriminal behavior, despite challenges in slang interpretation [46], [47], [48], [49], [52].  

The findings inform decision-making, recommending targeted actions like IP tracking, digital 
evidence collection, and regulatory reinforcement through international cooperation [26], [27], [78], 
[79], [80], [81], [82], [83], [84]. Strengthened digital security and public education are crucial in 
mitigating cyber threats [85], [86], [87]. Performance evaluation demonstrates the framework's 
effectiveness in expediting cybercrime investigations, supporting regulators in identifying fraudulent 
activities [88]. Aligning with AI-driven forensic advancements [89], [90], this study uniquely integrates 
law enforcement aspects, distinguishing it from purely technical approaches [35], [44], [91], [92], [93], 
[94], offering a comprehensive model for combating cybercrime. 

 

4. CONCLUSION 

This study shows that web scraping is effective in forensic carding investigations by collecting 
and analyzing data from carding forums and shops, while LDA-based NLP analysis identifies discussion 
topics that reflect illegal activities. The integration of these methods creates a structured investigation 
framework, improves analysis efficiency, and strengthens coordination with law enforcement. Further 
research is recommended to expand the scope to forums on the dark web, apply advanced analysis 



 
JOIN (Jurnal Online Informatika)  p-ISSN: 2528-1682 

e-ISSN: 2527-9165 

 

 

 

 

Forensic Analysis of Web Scraping Documents on Carding Forums and Shops using Latent Dirichlet 
Allocation  
Fikri Irfan Adristi1, Yudi Prayudi2  

336 

 

techniques such as deep learning, and evaluate the effectiveness of the framework in real cases through 
collaboration with relevant authorities. 
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