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The significant contributions of information and communication 
technology (ICT) and other operational technologies (OTs) or cyber 
networks have had a tremendous impact on the real-time monitoring, 
management, and control of power or energy system facilities. This 
study aims to explore the integration of these technologies into the 
energy grid system, creating a smart, complex, and interdependent 
system known as a smart grid cyber physical power system (SGCPPS). 
The method used involves developing a mathematical model for an 
SGCPPS. The research has found that the performances of cyber physical 
systems are achieved via computation and communication, based on a 
real-time feedback mechanism. Monitoring and control of the grid 
systems are essential in ensuring efficient power supply, quality, 
reliability, stability, and resilience. However, their interdependence and 
integrated nature expose the grid to disturbances, leading to faults. 
Failure to know the grid conditions at a particular period can result in 
complete system collapse. Simulations were performed to study the 
behavior of the SGCPPS regarding monitoring and controlling the 
physical systems using the MATLAB Simulink tool to facilitate system 
awareness. 
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1. INTRODUCTION  

The emergence of information and communication technology, remote sensing, automated 
control systems and the application of internet-of-thing (IoT) technologies has dynamically altered the 
landscape of power systems engineering. The integration of these elements with the conventional power 
system has offered an efficient and robust method of monitoring and controlling all facets of the physical 
power system. This includes all aspects of power generation, transmission, distribution and usage. The 
combination and coordination of these important elements (cyber system) with the physical power 
system collectively forms the cyber physical power systems (CPPS). This system provides a more 
distributed architecture that allows flexibility, planning, system optimization, interoperability and many 
more. In this regard, cyber physical power systems are primarily the backbone of smart grids (SGs) 
which are considered as critical infrastructures [1], [2]. The architecture of smart grid cyber physical 
power systems therefore enables the bidirectional flow of electrical power and data or information as 
represented in Figure 1. That is, it relies on an established internet framework to compute, control and 
communicate through simultaneous feedback interactions. This allows for resource sharing and creates 
an environment to host complex interactions. However, it is vital to note that in the event of limited 
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resources, the interaction between these interdependent systems in the CPPS could be constrained, lead 
to system disruptions and in effect undermine its usefulness [3], [4], [5]. Therefore, to maximize the 
utilization of the CPPS, it is paramount to comprehend the behaviour and interaction of the connected 
components when limited resources are being shared. Similarly, the vulnerability of the CPPS to 
adversarial attacks such as denial of service (DoS) and its distributed variants requires solutions that 
provide absolute protection for the cyber physical power system [6], [7], [8], [9]. In relation to this, it is 
of utmost importance to develop models to address the afore-mentioned setbacks [10], [11]. In energy 
informatics, it is worth noting that numerous aspects ranging from grid control and management 
present an interdisciplinary platform that exploits machine learning algorithms formulated on 
mathematical principles to handle big data collected for forecasting and assessment of the smart grid 
system [12], [13], [14]. In this paper, a mathematical model for a smart grid cyber physical power system 
is developed. To ascertain and analyze the behavior of this system, simulations were performed 
accordingly in the subsequent sections using MATLAB Simulink software simulation tool.  

Due to the immense benefits derived from smart grid CPPS, several studies have been conducted 
to mathematically model its behaviour to ensure efficient monitoring, management and control. 
Imperatively, numerous aspects of the smart grid CPPS can be modelled. In the quest to improve 
reliability in a cyber physical smart grid system, presented a model based on Markovian chain 
Imbeddable Structure that records the outcome of impairments obtained from the respective physical 
and cyber components [15]. The outcome of the interdependent cyber physical components was also 
categorized, taken and quantified. Based on these parameters, the model was expressed and populated 
with failure data. This technique was dependent on the Institute of Electrical and Electronics Engineers 
(IEEE) 14-bus test system. Simulated results via a quantitative analysis indicated that the reliability of 
the proposed smart grid system bearing 500 components degraded exponentially with the introduction 
of more interdependencies. Hence, this approach performed well with fewer components. However, the 
reliability of the systems was compromised based on the propagated failures recorded by the cyber-to-
physical components. 

The vulnerability of smart grids and other CPSs to attackers prompted the need to safeguard, 
defend and repel such attacks. A stochastic Petri net (SPN) is proposed as model based on the behavioral 
characteristics of an attacker and defender to analyze the safety and security of CPSs [16]. Established 
on the backbone of a semi-Markov model, the system’s security (attacks factors and mitigation 
measures) was quantitatively analyzed based on the mean-time-to-fail (MTTF) and availability. The 
analyzed outcome after evaluation revealed that enormous technical comprehension of the level of 
attack, timing, working principles, failure conditions and implications is required by an attacker to 
physically disrupt the CPS. However, the results also indicated that the probability of false positives of 
the intrusion detection systems have an immense effect on the outcome of the attack and the resilience 
of the CPS components. 

To curb the impact on cyber-attacks on smart grids, a linear mathematical model is proposed 
based on ordinary differential equations (ODEs) to comprehend attack scenario, analyze, confirm and 
evaluate the impact of the attack on the smart grid system [17]. Three distinct components were utilized 
by the model to achieve the stated objective. This included the attacker, smart grid and control center 
which were denoted by A, S and C respectively. The mathematical expression and relation between these 
components were established and simulations were performed to analyze the impact and effectiveness 
of cyber-attacks for various conditions using MATLAB. The stability of the model was tested and 
analyzed using polar plot to ascertain the intensity of the attacks. 

Because of urbanization on the management of electrical energy, other research presents a 
home energy management (HEM) system which was modelled with the incorporation of photovoltaics 
(PVs) and energy storage systems (ESSs) [18]. More so, home to grid (H2G) energy exchange was 
integrated in this scheme with user preferences and system constraints equally considered. In reference 
to this, genetic algorithm was utilized to realize optimal scheduling of electrical loads. Based on the 
analyzed simulation results, the proposed modelled system achieved energy demand side management 
objectives via reduced energy cost, enhanced performance and reduced system uncertainty. However, 
analysis of the impact of faulty energy storage system on the overall system’s stability was not provided. 

An analytical channel modelling of a synchro phasor communication network (SCN) in a smart 
grid cyber physical system was proposed [19]. This model was based on discrete-time Markov chain and 
employed packet delivery ratio (PDR) and average-end-to-end delay (AE2ED) as its performance 
metrics. Upon validation with MATLAB, the behaviour of a realistic network was mimicked with PDR 
and AE2ED performance metrics against background traffic (B.T). The simulation results indicated that 
the performance of the SCN degraded when the background traffic exceeded 0.75 times the limited 
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capacity (C). Hence, the reliability of the network is assured to 75% of BT. This approach was cost 
effective, however, it only provided generic or quantitative outcomes. 

Maintaining energy sustainability is critical in analyzing the behaviour of smart grid 
infrastructures. In this regard, modelled a smart grid cyber physical system and its respective 
components [20] is modelled to achieve efficient energy management under different operational 
scenario using MATLAB. The stability and security of the proposed smart grid system to faults and cyber-
attacks was nonetheless not analyzed in this work. Therefore, several modernizations have been 
introduced into the grid system to increase the system resilience and optimal regulation of key domains 
of the grid [21], [22]. 

 

 
Figure 1. Smart grid cyber-physical power system (SGCPPS) architecture 

 
2. THE COMPREHENSIVE THEORETICAL BASIS 

2.1.  SGCPPS feedback system 

The architecture of the smart grid cyber physical power system (SGCPPS) is based on a feedback 
mechanism between the cyber and physical components. This is represented in Figure 2 as a framework 
of block diagrams to indicate the operation of the system. 

The SGCPPS is composed of mainly two integral components: the physical power system (𝑧) and 
the cyber system (ŋ). To control the physical power system, the output signal (𝑦) is measured via an 
analog-to-digital converter (ADC). This signal is then computed and analyzed to produce an input control 
signal (𝑢) to the physical power system through a digital-to-analog converter (DAC) to realize the 
desired system results or objectives. 
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Figure 2. Smart grid cyber-physical power system (SGCPPS) feedback interaction 

2.2.  Mathematical modeling of the SGCPPS behavior 

Modeling of the SGCPPS can be categorized into three groups namely: interconnection, 
interaction and interdependent modeling. As established, both the physical and cyber systems must be 
physically interconnected via the ADC and DAC. The behaviour of the physical and cyber system is 
mathematically modeled using the hybrid dynamical system theory. This implies the use of differential 
equations to depict the continuous-time behaviour of the physical system and difference equations on 
the other hand for the discrete behaviour of the cyber system.  

2.3.  Mathematical modeling of the physical power system 

 
𝑦 = ℎ(𝑧, 𝑢)  , 𝑧̇ ∈  𝐹𝑃(𝑧, 𝑢)         (1) 
(𝑧, 𝑢) ∈ 𝐶𝑃 ⊂ 𝑅𝑛𝑃 × 𝑅𝑚𝑃          (2) 
 

Equation (1) and (2) represent the mathematical modelling of the physical power system. Here, 
the state of the physical system and the Euclidean space with regards to state space are denoted by 𝑧 
and 𝑅𝑛𝑃  respectively. The input control signal is represented by 𝑢 ∈ 𝑅𝑚𝑃 and the output signal by 𝑦 ∈
𝑅𝑟𝑃 . It is important to note that 𝑦 is defined by the function ℎ which is a function of the physical power 
system and the input control signal (𝑧, 𝑢). In the event of specialized operations, a set of values 𝐶𝑃 are 
employed to constrain or limit the state and input values of the physical power system. 

2.4.  Mathematical modeling of the cyber system 

 
ŋ+ ∈ 𝐺𝐶(ŋ, 𝑣)   , 𝜁 = 𝐾(ŋ, 𝑣)        (3) 
(ŋ, 𝑣) ∈ 𝐷𝐶    ⊂ Υ × 𝑣         (4) 
 

On the other hand, the cyber system is mathematically modelled in equation (3) and (4) where 
its state is represented by ŋ ∈ Υ . The Euclidean space in relation to the state space of the cyber system 
is also denoted by 𝑅𝑛𝐶 . Both the input and output signals of the cyber system are denoted by 𝑣 ∈ 𝑉 ⊂
𝑅𝑚𝐶  and 𝜁 ∈ 𝑅𝑟𝐶 respectively.  

 
Additionally, the output signal is defined by 𝐾 which represents the function of the input-signal 

and the state (ŋ, 𝑣). Like the constraints in the physical power system, constraints in the cyber system 
are also provided in specific applications with values of limits in the set 𝐷𝐶 . The cyber system is 
composed of components that are tasked with executing algorithms, performing computation, receiving 
and transmitting information over a digital network. Thus, these components can be mathematically 
modelled as either pure finite state machines (FSMs) or finite state machines with conditional structures 
as guards in equation (5) and (6) respectively. 

 
𝑞+ = 𝛿(𝑞, 𝑣)  , 𝜁 = 𝐾(𝑞)(𝑞, 𝑣) ∈ 𝑄 × Σ       (5) 
 

In comparison with equations (3) and (4), it can be deduced that Υ = 𝑄, 𝐺𝐶 = 𝛿, ŋ = 𝑞, 𝑣 = Σ 
and 𝐷𝐶 = Υ = 𝑣.  
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Hence, the difference equation (5) is like the mathematically modelled equation of the cyber 
system. Furthermore, the state, input and output of the FSM are essentially updated in discrete 
transitions. 

 
𝑞+ = 𝛿(𝑞, 𝑣),    𝜁 = 𝐾(𝑞), ℓ(𝑞, 𝑣, 𝜁) ≤ 0, (𝑞, 𝑣) ∈ 𝑄 × Σ     (6) 
 

This equation also shows similarities with equation (3) and (4) where Υ = 𝑄, 𝐺𝐶 = 𝛿, ŋ = 𝑞, 𝑣 =
Σ and 𝐷𝐶 = {(𝑞, 𝑣) ∈ 𝑄 × 𝑣 ∶ 𝑙(𝑞, 𝑣, 𝐾(𝑞)) ≤ 0}.  

 
Therefore, based on the conditional structure {𝑙(𝑞, 𝑣, 𝐾(𝑞)) ≤ 0}, a true condition creates an 

enabled transition while a false condition terminates the transition. The computations carried out by the 
cyber system can be modelled as one-shot or iterative. One-shot computations are mathematically 
modelled as: 

 
𝜁 = 𝐾̃(𝑣)          (7) 
 

In reference to equation (7), 𝑣, 𝜁 and 𝐾̃ denotes the input, output and modelling computation 
respectively. It also bears similarity with equation (3) and (4) where ŋ = ∅, Υ = ∅, 𝑣 = Σ,  𝐷𝐶 = 𝑣, 𝐺𝐶 =
∅ and 𝐾 = 𝐾̃.  

 

ŋ+ = [𝐾̃(𝑚, 𝑘, 𝑣)
𝑘 + 1

] , 𝜁 = 𝑚, 𝑚 ∈ 𝑅𝑛𝐶−1, 𝑘 ∈ {0,1,2, … , 𝑘∗ − 1}, 𝑣 ∈ 𝑉     (8) 

 
Iterative computation is performed using equation (8) to provide the desired result needed to 

control the physical power system. When compared with the equation (3) and (4), ŋ = [
𝑚
𝑘

] , Υ =

𝑅𝑛𝐶−1 × {0,1,2, … , 𝑘∗}, 𝑣 = Σ,  𝐺𝐶 = [𝐾̃(𝑚, 𝑘, 𝑣)
𝑘 + 1

] , 𝐾(ŋ) = 𝑚∀ŋ ∈ Υ, 𝐷𝐶 = 𝑅𝑛𝐶−1 × {0,1,2, … , 𝑘∗ − 1}.  

 
Therefore, the difference equations are utilized to express the discrete-time algorithm in equation (9). 

 
ŋ+ = 𝐺𝐶(ŋ, 𝑣), 𝜁 = 𝐾(ŋ)         (9) 

2.5.  Mathematical modeling of the ADC interface system 

The primary role of the ADC interface system is to link the physical power system to the cyber 
system. This is achieved by converting and relaying measured or sampled analog data by the sensors to 
digital data for processing by the cyber system. In Figure 2, the output data (𝑦) of the physical power 
system is sampled at a rate 𝑇𝑠

∗ and transferred to the cyber system as its input data (𝑣). The mathematical 
model of the ADC interface system is represented as follows: 

 
𝜏̇𝑠 = 1, 𝑚̇𝑠 = 0,  on the condition that 𝜏̇𝑠 ∈ [0, 𝑇𝑠

∗ ]      (10) 
𝜏𝑠

+ = 0, 𝑚𝑠
+ = 𝑣𝑠 , on the condition that 𝜏𝑠 ≥ 𝑇𝑠

∗      (11) 
 
𝜏𝑠 ∈ 𝑅≥0 represents the states of the timer, 𝑚𝑠 ∈ 𝑅𝑟𝑃indicates the sample state and 𝑣𝑠 ∈ 𝑅𝑟𝑃  depicts the 
input of the ADC. 

2.6.  Mathematical modeling of the DAC interface system 

In contrast to the ADC, the DAC converts the computed digital data into analog data which 
controls the physical power system. It is mathematically modelled as the zero-order hold (ZOH) in 
equation (12) and (13). 

 
𝜏̇ℎ = 1, 𝑚̇ℎ = 0,  on the condition that 𝜏̇ℎ ∈ [0, 𝑇ℎ

∗ ]      (12) 
𝜏ℎ

+ = 0, 𝑚ℎ
+ = 𝑣ℎ , on the condition that 𝜏ℎ ≥ 𝑇ℎ

∗      (13) 
 

Similarly, 𝜏ℎ ∈ 𝑅≥0 represents the states of the timer, 𝑚ℎ ∈ 𝑅𝑟𝐶indicates the sample state and 
𝑣ℎ ∈ 𝑅𝑟𝐶  depicts the input of the DAC. 
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2.7.  Mathematical modeling of the digital communication network mechanism 

The digital communication network serves as a medium for data exchange between the cyber 
and physical power system. This is modelled in equation (14), (15) and (16) by combining both the 
differential and difference equation due to the interface systems involved. 

 

𝜆̇ ∈ 𝐹𝐴(𝜆, 𝑤) given that (𝜆, 𝑤) ∈ 𝐶𝐴       (14) 

𝜆̇ ∈ 𝐺𝐴(𝜆, 𝑤) given that (𝜆, 𝑤) ∈ 𝐷𝐴       (15) 
𝜓 = 𝜑(𝜆)          (16) 
 

In these equations, the state, input data and output data are represented by 𝜆, 𝑤 and 𝜓 
respectively. Likewise, the 𝐹𝐴 indicates the continuous-time behaviour on 𝐶𝐴 and 𝐺𝐴 shows the discrete 
time behaviour on 𝐷𝐴 of the interfaced digital communication network. 

3. METHOD  

The dynamic system of the SGCPPS is simulated as a hybrid system in MATLAB Simulink where 
the interaction between the cyber and physical power system presents a behaviour assessment of the 
entire system. This simulation enables visualization of the modelled interactions. The implementation 
of this hybrid SGCPPS in MATLAB Simulink is presented in Figure 3. 
 

 
Figure 3. Implementation of the modelled SGCPPS for continuous and discrete behaviour analysis 

 
From the mathematical description provided for both the differential and difference equation as shown 
in the previous section, an informed probe into their validity lies in ascertaining how well data from the 
physical power system is handled, processed and thoroughly delivered through the cyber space to effect 
a change (control) on the selected physical system via actuators. In relation to this, input data (𝑤) from 
the physical system which are mostly analog in nature are converted into digital forms by the ADC. Upon 
arrival in the cyber system, an in-depth computation and analysis is performed on the received input 
data to release the appropriate output signal (𝜓). The output signal which is in digital form is interpreted 
by an actuator to produce the desired outcome. However, in reference to the presence of multiple input 
data, a queuing system offers adequate and equitable access to the available resources. Several queuing 
modalities can be implemented based on the conditioned at hand nonetheless a first-in-first-out 
algorithm is primarily employed in this context. On this basis, the waiting time, server utilization and 
quality of service amongst other parameters can analyzed accordingly. Although a simplified case is 
presented in this context, transient behaviors which impose a degree of computational complexity are 
handled by more advanced and sophisticated models  
 
 
4. RESULT AND DISCUSSION  

The experiment conducted in MATLAB and Simulink simulated a the SGCPPS which 
encapsulated aspects of generation, transmission, distribution and usage. This is represented in Figure 
4 by the generator speed, transmission line voltage and load current based on numerical parameters. 
This aspect covers the interaction between the physical systems in per unit value. Thus, the waveform 
in the first subplot depicted a gradual rise from the origin indicating the generator speed from start to 
the finish time. However, the speed became more pronounced after 5s which signifies increase in power 
generation. A similar observation was made in the second subplot in the transmission line voltage. A 
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steady and sustained voltage level was experienced at a period of 2s. Electrical current consumption as 
seen in the third subplot had a constant profile close to 0.8pu. 
 

 
Figure 4. Simulation of the continuous behaviour of the physical system 

 
The discrete behaviour of the cyber system was simulated over the same period as observed in 

Figure 5. Based on the simulated results, entity (data) from the ADC is queued at an interval of 1s because 
of the first-in-first-out (FIFO) scheduling strategy employed in this developed system. In signal 
communication, it is important to optimize lateness and prevent signal or data loss. Hence, to facilitate 
real time exchange of data, which is crucial for SGCPPS control and management, it is critical to ensure 
effective sharing of valuable resources (bandwidth) in order to avoid deadlocks. Therefore, the 
introduction of the aforesaid scheduling scheme provided the platform to successfully implement the 
discrete behavior mechanism. 

 

 
Figure 5. Simulation of the discrete behaviour of the cyber system 

 
The server interaction in this smart grid cyber physical power system (SGCPPS) occurs at a 

periodic interval of 1s as depicted in Figure 6. This is integral in the establishment of the discrete 
behaviour of the system. The operation of this interaction is based on a single server system which 
provided a regular service time. It is imperative to note that the behaviour of the server interaction is 
subject to change based on the configuration of the parameters used and the FIFO scheduling scheme 
adopted in this context. 
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Figure 6. Simulation of the server interaction 

 
5. CONCLUSION  

A mathematical model for a smart grid cyber physical power system was developed in this paper 
and a model simulation was performed using MATLAB and Simulink software simulation tools to 
analyze the behaviour of the system. In order to exercise effective control and management over SGCPPS, 
knowing the grid conditions, their response to system disturbances that arise, and mitigating failures 
play a vital part towards achieving sustainable power supply, delivery and utilization. Given the 
economic benefits derived from this system it is imperative to establish behavioral awareness of the 
grid. The continuous and discrete behaviour of the physical and cyber systems were verified based on 
the simulations results. Within the specified simulation period, the graphical interactions captured 
between the hardware infrastructure and the cyber component provided a holistic insight into the 
control and management of the SGCPPS. In this regard, the formulation of this hybrid approach 
established from the mathematical model represented a steady relationship between the physical and 
cyber component. However, future works would investigate the effect of various system faults especially 
the implications of cyber-attacks (denial of service and distributed denial of service) on multi-server 
systems. Therefore, subsequent research would analyze the robustness and stability of the continuous 
and discrete behaviour in the face of privacy concerns, latency, packet loss and queuing. 
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