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1. INTRODUCTION

Data communication is the process of sending data through a computer network. Computer
networks today are increasingly complex and complicated. Several network devices, including routers
of various types and brands, are indispensable for building a network. The increasing complexity of a
network makes it difficult for network administrators to configure, plus the many types, types, and
brands of routers configured. With this difficulty, it can make network administrators make mistakes in
configuration or human error. In addition to human error, another problem that appears in network
administrators is the length of time to configure. More effective methods for configuring and managing
networks are indispensable to network administrators [1]-[2]. The complexity of a network takes longer
if it has to be manually configured one by one on many routers used in large network areas [3]. So that
makes the computer network system needs to be managed properly[4].

One way that can help network administrators in configuring is Network Automation. The
process of automating the setup (configuration), management, testing, and use of network devices,
including physical and virtual, is known as Network Automation [5]. The use of Network Automation
generally uses a script written in a programming language [6]. Network and system administrators often
use scripting languages to automate their configuration. Then time, energy, and human error will be
reduced. Python and Ansible are programming languages often used in network automation
processes[7]-[8]. Python is one of the most extensible high-level programming languages. Network
Automation works to determine effective ways to map, configure, and manage networks. Network
Automation uses an API (Application Programming Interface), which connects one application with
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another. This API-based automation replaces CLI (Command Line) commands where calls from APIs are
made using programming languages such as Python and Ansible[9]. Python has many packages,
modules, and libraries that have been written to provide conveniences such as development and
network automation so that it can make it easier for users[10]-[11].

Several libraries in the Python programming language are used in network automation, such as
the Paramiko and Telnetlib libraries. The Paramiko library is an implementation of the SSHv2 protocol
in Python. SSHv2 consists of a server and a client[12]. Paramiko offers encryption methods when
making remote connections and file transfers, thus making data communication between clients more
secure[13]. Paramiko library supports several network vendors or network devices, such as Arista,
Cisco, and Juniper[14]. The telnetlib library is a standard module of the Python programming language.
This library implements remote functionality with the telnet protocol[15]. Telnetlib can be used when a
remote network uses the telnet protocol; therefore, this library is suitable for use in embedded
systems[16].

A review of previous research was conducted to provide an overview of this research. The study
[5]compares network automation performance in Paramiko and Netmiko libraries. This test was
conducted to determine the average value of script execution time from four scenarios in the form of
Static Routing, Dynamic Routing in the form of RIPv2, Firewall in the form of NAT (Network Address
Translation), and SNMP (Simple Network Management Protocol). The scenario in the study was carried
out on two different topologies, the first topology using two Mikrotik and the second using three
Mikrotik. Furthermore, research [17] compares network automation performance in both libraries,
namely Paramiko and Netmiko libraries. Tests are conducted to determine the length of script delivery
time, network convergence time, and quality of service (QoS) data. The test was carried out using a ring
topology composed of four routers. The configuration sent to find out the script delivery time and
convergence time is the OSPF routing protocol configuration. The test results found that the paramiko
library is 4.14 times faster than the netmiko library in script delivery time and convergence parameters.
Then research [18] testing Python libraries for network automation, namely Telnetlib, Paramiko, and
Netmiko libraries. This study aims to determine the advantages and disadvantages of each library. The
study states that the Telnetlib library is easier to use.

There is [19] research discusses using Paramiko libraries for network automation and the
Django framework for web interfaces. The results of this study are applications that can be used to
automate networks in terms of configuring static routing and dynamic routing, creating VLANSs, and
carrying out maintenance in the form of backups and restores carried out centrally. Research [6] using
the Paramiko library for web-based network automation. The goal is to create a web-based dashboard
that can only manage routers through one interface. The results of this research are a web-based
network automation application using the Python programming language with the Django framework
and the Paramiko library. The application was tested on six routers: three Cisco routers and three
Mikrotik routers.

This study aims to determine the performance of network automation in Python libraries,
namely Paramiko and Telnetlib, which are applied to IGP and EGP routing protocols. In this study, the
Paramiko and telnetlib libraries were chosen because both libraries only use one command execution
stage and have the same structure. Unlike the previous study, which only focused on one routing
protocol, this study used two routing protocols: Internal Gateway Protocol (IGP) in the form of OSPF and
Exterior Gateway Protocol (EGP) in the form of BGP. To find out the performance of the two libraries
seen from the data to be retrieved, namely script delivery time, convergence time, delay, and throughput.
The use of two routing protocols is also to find out whether the library has the same performance on
each routing protocol.

2. METHOD

The author researched Network Automation Performance Analysis on Paramiko and Telnetlib
Libraries for IGP and EGP Routing Protocols in this study. This research uses GNS3 Software to perform
simulations, VMWare Workstation as GNS3 VM to be used as a server by Network Automation ubuntu
(Ubuntu Server) on GNS3, and Wireshark, which is used to perform data retrieval.

Figure 1 shows the flow diagram of the system design in this study. The first step in the research is
to conduct a literature study of several studies related to Network automation for routing protocol
configuration and other materials related to this research by comparing several related journals and
making comparisons to determine the title and the focus of this study. In addition to comparing and
determining the focus or title of the study, this stage also serves to understand the basic concepts of the
topic. Next is to design a topology with a Full Mesh Topology compiled using GNS3 simulator software.
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Before compiling the topology, researchers installed a Docker Network automation system that already
supports network automation. The topology comprises eleven routers, one switch, two clients, and an

Ubuntu Network automation system.
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Figure 1. Research Flowchart

After compiling the topology, the next step is compiling a script or program line using Python. Four
scripts will be used: the Paramiko library for IGP and EGP routing and the Telnellib library for IGP and
EGP routing. Python programs are created in the Ubuntu Network Automation system by creating files
with the "nano"” command to enter the files that have been created. After the program is created, the next
step is to run each of the four programs that have been created, whether there is an error or not. Running
the program is done on the Ubuntu Network Automation system with the command "python3". If there
is an error, then it is necessary to return to the program preparation process to fix errors in the program
that has been created. If there is no error, it means the test was successful.

When the program test is successfully run without any errors, the next step is data retrieval. The data
to be retrieved is in the time needed for Network Automation Ubuntu to provide configuration to the
router, IGP and EGP convergence time, and Quality of Service data retrieval in the form of Delay and
Throughput. The process of retrieving the three data sets is carried out using the Wireshark software.
After all the data is collected, proceed with the analysis steps. The analysis was carried out by comparing
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data obtained from the Paramiko library and Telnetlib in graphs, and conclusions were drawn when the
analysis process was completed.

2.1 Topology Design

This research uses network topology to automate IGP and EGP routing protocols. The topology can
be seen in Figures 1 and 2, where the topology used is a Full Mesh topology. The topology comprises
eleven Cisco 7200 routers, one switch, two client PCs, and one Ubuntu Network Automation system.
Ubuntu's Network Automation system serves as a place to create Python programming scripts for the
Paramiko and Telnetlib libraries. The system is also used to transmit the script to all routers through the
intermediary of the switch device. In addition to connecting the network automation system with the
router, the switch also functions in retrieving data to find out the time needed to provide configuration.

Client 1

Figure 3. EGP Network Topology

Figure 1 is the topology that will be used for testing Paramiko and Telnetlib libraries in IGP routing,
namely the OSPF routing protocol. Using OSPF, the type of area used is multi-area, with three areas: area
0 (Backbone), area 1, and area 2. Nodes R11 to R2 and R10 are in area 0 (Backbone). R1, R2, R3, R4 and
R5 are within area 1. R6, R7, R8, R9,R10 are in area 2.

Figure 2 is the topology to test the Paramiko and Telnetlib libraries in EGP routing. This topology is
composed of 3 US, namely AS 100, AS 200, and AS 300. For AS 100 contains R11, AS 200 contains
R1,R2,R3,R4 and R5. AS 300 it contains R6, R7,R8, R9 and R10. Eleven routers here are used to receive
IGP and EGP routing configurations provided by Network Automation Ubuntu. By providing this routing
configuration, performance results can be obtained from the Paramiko and Telnetlib libraries for
network automation. Client PCs 1 and 2 function to transmit data. This data transmission is in the form
of ICMP packets that determine whether client PCs 1 and 2 are connected through IGP and EGP
configurations. In this topology, IP configuration is needed to give identity to each interface on the client
PC, router, and Ubuntu Network Automation.

2.2 Testing and Data Retrieval

Tests were conducted to obtain data from the performance of the Paramiko and Telnetlib libraries.
The data needed in this study is in the form of configuration delivery time to the router, IGP, and EGP
network convergence time, as well as throughput and delay values. Testing is carried out 20 times per
library.
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2.2.1. Configuration Delivery Time to the Router

Configuration Delivery Time is measured by sending a configuration IP address and routing
protocol IGP and EGP from the Ubuntu network automation system to each router. The author uses a
laptop device to capture traffic on the path between Ubuntu network automation and switches via
Wireshark software. The data captured in traffic capture is from SSH and Telnet protocols. Then, the
data is obtained by calculating SSH and Telnet connections' beginning and end times on each router. The
results of measuring the configuration delivery time to all routers in this parameter are seen from the
library side.

2.2.2. Convergence time in IGP and EGP

Data retrieval convergence time is carried out because it determines whether the router can
forward a packet to its destination. The router can route or forward packets if it already knows the route
information stored in the routing table. If all route information is known, the network has entered a
convergent state, and the router can forward the packet to the destination. The author used a laptop
device to capture traffic on the path between Client 1 and Router 3 via Wireshark software. IGP
convergence time data is obtained when Client 1 sends ICMP data packets or pings Client 2 with the
initial "Destination Host Unreachable" condition. When the condition has been "replied,” the condition
has converged. The vulnerability between DHU and Reply conditions results from data convergence
time.

2.2.3. Throughput dan Delay
Throughput is the value of a data rate measured in bps (bits per second). The following is the
formula for calculating the throughput value[20].

Throughput : DTZ (1)

Information :

Dp =Total data send

Ld = Total packet received

The standardised classification of Throughput values based on TIPHON TR 101 329 V2.1.1

(1999-06) is described in table 1.
Table 1 Throughput categories

Index Delay (ms) Category
4 100 Very Good
3 75 Good
2 50 Moderate
1 <25 Poor

Delay is the time for data packets to reach their destination, delays are usually caused by queues
or other routes[20].

— 2D
Delay = - (2)
Information:

Y. D = Total delay / Length of time to send data
Pr = Total packet received

The standardization classification of Delay values based on TIPHON TR 101 329 V2.1.1 (1999-

06) is described in table 2.
Table 2 Delay categories

Index Delay (ms) Categories
4 <150 Very Good
3 150-300 Good
2 300-450 Moderate
1 >450 Poor

The last data retrieval process is QoS data retrieval in the form of Throughput and Delay. The
author used a laptop device to capture traffic on the path between the switch and router via Wireshark
software. The protocols captured in this parameter are the SSH and Telnet protocols. The data taken for
QoS Delay is the total delay and packets received, then the data is calculated using the formula in
equation (2). As for QoS throughput, which is the packet sent and the delivery time, the data is calculated
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using the formula in equation (1). The QoS Throughput and Delay values will be obtained with the data
calculated by the existing equation.

3. RESULT AND DISCUSSION

3.1. Configuration Delivery Time to the Router

Figure 4.1 measures the time for configuring [P addresses and IGP routing in the form of OSPF for
each router for 20 attempts. The data is obtained by retrieving data traffic from Ubuntu network
automation to switch devices. Protocol. The telnetlib library has an average value for giving IGP
configuration time to the router of 59.194 seconds, while the Paramiko library has an average value of
77.119 seconds. So, the results obtained in the telnet lib library are faster than those obtained in the
Paramiko library, with a time difference of 21.297 seconds.
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Figure 4. Results of IGP configuration Delivery Time to the router

Due to differences in remote protocols, Paramiko uses the SSH protocol, which has an
encryption process, so that the data size is increasing, and the telnet lib library uses the telnet protocol,
which has no encryption process. With the difference in protocols, the amount of data in each library
differs, affecting the time to send IGP configurations to the router.

Table 3. Differences in the Number of Telnetlib and Paramiko Data Libraries on the IGP Routing Protocol

Library Sum of data (byte)
Telnetlib 299591
Paramiko 534734
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Figure 5. Results of IGP configuration Delivery Time to the router

Figure 5 measures the time spent giving IP address configuration and EGP routing in the form
of BGP to each router 20 times. The Telnetlib library has an average value of 77.973 seconds for giving
EGP configuration to the router, while the Paramiko library has a result of 99.270 seconds. As a result,
the results obtained using the Telnetlib library are 21.297 seconds faster than those obtained using the
Paramiko library. Similar to sending configuration in IGP routing, in EGP routing, the use of different
protocols of the two libraries affects the delivery time. But on the routing protocol side, sending the IGP
routing protocol is faster than EGP because the EGP routing process is more so that it makes the line in
the Paramiko and Telnetlib script libraries larger.
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Table 4. Differences in the Number of Telnetlib and Paramiko Data Libraries in EGP Routing Protocol

Library Sum of data (byte)
Telnetlib 463447
Paramiko 828384

Research [5], [17] states that the paramiko library is faster than the netmiko library. When the
Paramiko library is compared to telnetlib, the telnetlib library is faster than the Paramiko library.
Although both libraries have the same characteristics, they have different remote protocols. This
protocol difference affects the length of the sending time because telnetlib uses the telnet protocol,
which does not have an encryption process for sending data. So that the data in the telnetlib library is
smaller, as can be seen in tables 4 and 5, thus making the delivery time faster.

3.2. Convergence Time in IGP and EGP

IGP convergence time data is obtained when Client 1 sends ICMP data packets or "pings" Client 2
with initial conditions in the form of "Destination Host Unreachable" until the "reply” condition. Data

retrieval is performed on the path between client one and R3.
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Figure 6. IGP Network Convergence Time

Figure 6 shows the IGP network convergence time using the telnetlib and Paramiko libraries.
The Telnetlib library has an average IGP convergence time value of 53.042 seconds. As for the Paramiko
library, it has an average convergence time value of 53.121 seconds. So, the results showed that the
telnetlib library was faster than the Paramiko library, with a time difference of 0.079 seconds. The time
the configuration is sent to the router also affects the convergence time. So, the convergence time is
directly proportional to the time spent sending the configuration to the router.
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Figure 7. EGP Network Convergence Time

Figure 7 is the result of the convergence time of the EGP network using the telnetlib and Paramiko
libraries. The telnetlib library has an average IGP convergence time value of 73.046 seconds. As for the
Paramiko library, it has an average convergence time value of 92.736 seconds. The results of the EGP
network convergence time can be seen in Figure 6. The results obtained by the telnetlib library are faster
than those obtained by the Paramiko library, with a difference of 19.69 seconds. In terms of routing
protocol, the IGP routing protocol is faster than the EGP. Because the IGP routing protocol is in the form
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of OSPF, sending packet hello with a default time of 10 seconds. While the EGP or BGP routing protocol
sends a Minimum Route Advertisement (MRAI) with a default time of 30 seconds.

3.3. Throughput

Measurement The throughput value is based on capturing SSH and Telnet traffic using Wireshark
on switch and router lines. The measurement is done while the configuration is transmitted by Ubuntu
network automation to the router.

70 - : r r - : r r -
(L — O — Paramiko
~ —O— Telnetlib
651 N

Throughput (Kbps)

Router

Figure 8. IGP Library Paramiko and Telnetlib Throughput Results

Figure 8 is the IGP throughput result from the Paramiko and Telnetlib libraries. Paramiko
libraries have an average throughput value of 57,774 kbps. Meanwhile, the telnetlib library has an
average throughput value of 43,270 kbps. So, it was determined that the Paramiko library has a better
throughput value than the telnetlib library, with a difference of 14,504 kbps. The throughput value of
Paramiko is greater because the amount of data sent to the router is greater than using the Telnetlib
library.
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Figure 9. IGP Library Paramiko and Telnetlib Throughput Results

Figure 9 shows EGP throughput from the Paramiko and Telnetlib libraries. Paramiko libraries have
an average throughput value of 68,757 kbps. Meanwhile, the telnetlib library has an average throughput
value of 50,335 kbps. These results determined that the Paramiko library has a better throughput value
than the Telnetlib library, with a difference of 18,442 kbps. The size of this data is influenced by the
number of program lines in each library, and for Paramiko data libraries, more lines are added with the
encryption process.

In terms of routing protocol, the EGP routing protocol has a greater throughput value. When
sending EGP configurations using both libraries, the total amount of data is greater than IGP can be seen
in Table 9.

3.4. Delay

Measurement The throughput value is based on capturing SSH and Telnet traffic using Wireshark
on switch and router lines. The measurement is done while the configuration is transmitted by Ubuntu
network automation to the router.

229



JOIN (Jurnal Online Informatika) p-ISSN: 2528-1682
e-ISSN: 2527-9165

\ ~
16 - o N g ®-—g

Delay (ms)

st — © —Paramiko| |
—O— Telnetlib

L L L L L L L L . I ]
1 2 3 4 5 6 7 8 9 10 1
Router

Figure 10. IGP Library Paramiko and Telnetlib Delay Results

Figure 10 shows IGP delay measurement results using the Paramiko and Telnetlib libraries. The
telnetlib library has an average delay value of 12.174 seconds, while the Paramiko library has an average
delay value of 16.179 seconds. So, the results of the Telnetlib library have a smaller or better delay than
the Paramiko library, with a difference in value of 4.005 ms.
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Figure 11. EGP Library Paramiko and Telnetlib Delay Results

Figure 11 results in measuring EGP delay using the Paramiko and telnetlib libraries. The
Telnetlib library has an average delay value of 10.484 seconds, while the Paramiko library has an
average delay value of 13.328 seconds. Thus, the results of the telnetlib library have a smaller or better
delay than the Paramiko library, with a difference in value of 2.844 ms. The telnetlib library has a better
delay than Paramiko because the sending time of IGP and EGP configurations to the telnetlib library
router is faster than Paramiko. The size of the delay value is affected by the time parameter for sending
the configuration to the router.

In terms of routing protocol, the EGP routing protocol has a greater throughput value. When
sending EGP configurations using both libraries, the total amount of data is greater than IGP can be seen
in Table 5.

Table 5 Amount of data, packet, and sending time of IGP and EGP

Routing Protocols Paramiko Telnetlib
Data(bytes) Time(s) Data(bytes) Time(s)
IGP 532826 37,375 298055 65,424
EGP 830308 42,461 463717 70,025
4. CONCLUSION

Based on the results of network automation testing using Paramiko and Telnetlib libraries on
IGP and EGP routing protocols, it can be concluded that Telnetlib libraries are better than Paramiko
libraries in configuration delivery time parameters of 23,361%, convergence time of 10.69%, and delay
0f 23,661% when applied to IGP and EGP routing protocols. The Paramiko library is better than Telnetlib
in the QoS parameter in the form of 35.005% throughput when applied to IGP and EGP routing
protocols.

Unlike the previous study [5], [17], the telnetlib library is faster than the Paramiko library in
this study due to differences in the protocols used by the two libraries. However, the telnetlib library
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delivers time, configuration, and convergence faster. However, the library needs to improve, namely, the
lack of security in sending data because there is no encryption process on the Telnet protocol.
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